
The Right to Privacy 
Introduction  
 
The right to privacy has become one of the most important human rights of the modern 
age. It is listed under article 12 of the Universal Declaration of Human Rights (UDHCR), 
article 17 in the Covenant on Civil and Political Rights (ICCPR), and under article 16 of the 
Convention of the Rights of the Child (CRC). It is also mentioned in many other international 
and regional treaties.  The main quandary when considering whether the right to privacy is 
fair is whether this individual right is more important than collective security. The digital age 
has complicated privacy laws and has blurred the lines between what is and is not 
acceptable. But with the right to privacy linking to many other human rights, such as the 
freedom of expression, speech, thought and association, privacy laws must be 
strengthened, and tougher measures must be taken to protect it.  
 
Surveillance and tracking of information 
 
The issue of the right to privacy, especially in the digital age, has been heavily subjected to 
international debate following the global surveillance disclosures of 2013, initiated by a 
former NSA employee Edward Snowden. As argued, governments have a responsibility to 
protect their citizens but with new surveillance technologies, there is a fine line between 
protecting and spying on them. It is increasingly easy for a government to ‘spy’ on the public 
as they wish, often without cause. In countries such as China, it is no secret that the 
government spy on their citizens. The situation in China has blown out of control so much so 
that public officials are spying on each other. Many Chinese officials have found wires in 
their offices and cars. Some have even discovered them in their showers!  
 
But it isn’t just China who are known to survey its citizens. Other countries, including Russia, 
Zimbabwe, Syria, Iran, The United States, Germany, Vietnam, and The United Kingdom 
allegedly collect data and spy on their citizens. Recently, the introduction of facial 
recognition software and biometrics in public places in some member states has caused an 
uproar as it threatens the right to privacy. Despite being an attempt to improve security, it 
has fundamental flaws. Such programs have terrible accuracy, resulting in those of ethnic 
minority groups being disproportionately and negatively affected, especially when such 
these systems are used as evidence in justice systems. Secondly, the general public has not 
consented to be scanned in such a manner, so their privacy is compromised. 
 
Other examples of tracking data are from the NSA, FBI, and CIA. They gather and search 
various Americans’ international emails, calls, and chats without needing a warrant through 
a program, PRISM. Furthermore, the Cambridge Analytica scandal highlighted how personal 
information can be tracked and used with malicious intent. Data taken from Facebook, 
without user consent, was used to influence voters with political advertisements. Cookies 
collected in browsing are used to create profiles that follow users around the web. GDPR 
regulations prove ineffective when users are not fully informed on what the dangers are, 
and so simply tick yes to proceed to sites.  So, with data tracking and ‘spying’ potentially 
affecting not just the right to privacy but also political democracy, autonomy and, freedom 
of expression and speech, there are many issues to be tackled. Consequently, the question 



remains: where do we draw the line between protecting citizens and illegally breaching 
people’s right to privacy?  
 
Continuing Problems 
 
Even with the use of legal and other protections, violations of privacy remain concerning. 
Laws have not been updated in line with the advancing technology, leaving significant gaps 
in protections. Exemptions have also been given to law enforcement and intelligence 
agencies in many countries. Thus, the presence of laws alone is clearly not enough to 
provide sufficient protection.  
 
As discovered from the U.S. State Department’s review of human rights violations, over 90 
countries engage in illegally monitoring the communications of political opponents, human 
rights workers, journalists, and labour organisers. Subsequently, with an ever-globalized 
world, geographical limitations to the flow of data have been broken down meaning one’s 
data could be tracked across the world and by multiple governments. This poses a risk to 
workers investigating sensitive issues such as human rights violations in different countries. 
But not just this, it also threatens the freedom of the public worldwide. 
 
Consequently, countless issues have arisen following our modern advancements in 
technology. But with all these issues lies the fundamental question, how far is too far in the 
quest to balance security and privacy? 
 
Points to consider: 

 Should the right to privacy be regarded as a separate legal right? 

 What role can the UN have in setting laws about government surveillance systems? 
Does it breach the sovereignty of member states?   

 How can we ensure that personal data isn’t being used for the wrong purposes? 

 Is there a line between Governments using data to protect citizens and using it to 
spy on them? How should their monitoring be regulated? 

 How often should we review laws on privacy, given how quickly we are developing 
new technologies?  

 What new laws should be introduced; how should current declarations be updated?  

 How far is too far? Should wire trapping be allowed? What about cookies? Is the 
introduction of facial recognition systems a step to far?  

 
Useful links: 

1. https://privacyrights.org/resources/privacy-today-review-current-issues 
2. https://www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-

fallout.html 
3. https://www.humanrightscareers.com/issues/reasons-why-privacy-rights-are-

important/ 
4. https://www.brookings.edu/research/why-protecting-privacy-is-a-losing-game-

today-and-how-to-change-the-game/ 
5. https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUK

EwjpiM_G8KDuAhWCwuYKHaHuBlMQFjAOegQIHhAC&url=https%3A%2F%2Fwww.o
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6. https://plato.stanford.edu/entries/it-privacy/ 
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